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Abstract: Voting has traditionally been conducted using a project ballot, an electronic voting machine (evm) based on direct
response electronic (dre), or identical ballot boxes. To address the limitations of the existing voting system, this study
proposes a digital voting method that utilizes a deep learning algorithm with iris recognition technology. The iris recognition-
based voting system is a program that employs an individual's eye iris pattern to verify their identity. An automated
biometric identification system known as iris recognition analyses video footage of an individual's iris to identify unique
patterns that are distinct, consistent, and easily visible from a distance. The proposed technology ensures that voters can
only submit one ballot, and it has the capability to detect and prevent multiple entries by the same individual. Additionally,
since the Aadhaar is linked to the voter ID, this approach eliminates the need for the user to carry a voter ID that contains
the required information. This enhances digitization by digitally verifying the biometric and iris pattern on each user's
aadhar card, allowing the voter's iris to be captured and used as an identity verification method at the polling station through
a simple iris scan. The four processes involved in the iris recognition process are image capture, iris segmentation, feature
extraction, and pattern matching. Due to its exceptional accuracy, iris recognition is considered one of the most dependable
biometric modalities. As a result of incorporating the latest advancements, this system enhances digital voting and eliminates

the primary drawbacks associated with traditional voting methods.
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. INTRODUCTION

The main purpose of the biometric process has been to
recognize unique physical traits and qualities. A wide range of
recognition technologies, such as voice, iris, and fingerprint
recognition, have been created for this purpose, typically. The
primary focus of biometrics is on the technical and
technological domains related to body controls and body
measurements. The appropriate biometric security system, on
which the authentication system is constructed, has gained
importance across all nations. The system has been given the
appropriate, legitimate, and outstanding performance based on
all of these steps and factors. The fingerprint is the sole method
available for this purpose that provides the necessary security
measures to ensure the system's overall uniqueness and robust
privacy features. The automated methods and procedures used
to ensure fingerprint similarity between two individuals have
been the primary focus of exceptional fingerprint verification
or the correct type of fingerprint authentication. The main
objective of the basic research, which is guided by the research
objectives and relevant research questions, has been
consistently discussed throughout the entire chapter. The
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comprehensive research framework for the entire study has
been incorporated into this chapter. Every aspect that plays a
role in this recognition process has been thoroughly explained
by the fundamental study.

The different types of integro differential operators have
been primarily employed in this recognition system to identify
the inner and outer boundaries of the iris area. The proper
categorization and recommended recognition system serve as
the basis for the biometric system's and the biometric process's
genuine success. The strength and efficiency of the "feature
extraction and classification stages" are vital for the entire
process to be successful. In this particular case, the majority of
fingerprint game-planning image options have been proposed
for the four different types of group fingerprints, which are
divided into four to five classes. Among these four
components, the overview is the initial and most crucial step.
The unique certified cations are utilized by the particular
biometric process types to gather valuable information from
the numerous estimations. In various circumstances, individual
priorities are crucial, and data plays a vital role in providing
the necessary information. It remains crucial and significant
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for this recognition system. The field of biometrics for human
identification has been established to encompass the iris
recognition technology, which has reached its full potential in
terms of enthusiasm for the suitable “Bayesian graphical
models" are used to match the corresponding images of these
tests when talking about the whole recognition system.
"Convolution neural networks" are often regarded as the most
dependable and straightforward approach to overcome all of
the system's difficulties among all the classifiers. It has been
suggested that this extensive research project be named the
"integrated approach to the proper iris recognition validation
system" for the retention procedure of a human fingerprint.
The main concerns and significant issues that the biometric
security system has faced are numerous and varied. The main
issue is the biometric authentication process, and technologies
have mostly been discussed in connection with various privacy
and security concerns (Hamd & Ahmed, 2018). While the
biometric data is being processed, there is no alternative
method to undo the damage or retrieve the pertinent data.
Anyone can change the compromised passwords by using
picture effects of fingerprints, iris, and ears. For all of these
reasons, biometrics' fundamental functionality is still
vulnerable to security and privacy risks.  Several iris
recognition system presentations have shown problems with
the sensor module, preprocessing module, and feature
extraction method, to name just a few the proper resources and
state-of-the-art techniques can successfully address all of these
privacy and security issues. To further secure the security
process, a robust system method and a strong password should
be employed.

Many publications have focused on neural networks, like
multilayer  perceptions (MLP), and its remarkable
dependability and high accuracy states.  This is mostly
provided in the current era between patterned recognition and
accurate classifier applications. The main machine learning
technique employed in this research study was the
"convolution neural network (CNN)" in order to enhance the
privacy security process within the validation system. Herbadji
etal. (2020) state that the input image is primarily necessary to
achieve suitable working performance and to minimize the
amount of processed data. In a variety of image processing
states, such as factor extraction, picture enlargement, and
image partitioning, the appropriate working performance has
been executed. The complete research report's main objective
is to start addressing the specific gaps in the current study notes
on the various types of validation systems. Additionally, this
part presents the greatest summary of the complete validation
method, which relies solely on the iris fingerprint approach.
The method is also used for properly enhancing the better
approach for overly proactive security and privacy system
scenarios, like fingerprints.  The research topic makes it
evident that the validation system in this case is totally
dependent on "fingerprint iris recognition" methods and
procedures. Most of the time, the appropriate number of
research objectives has been proposed in accordance to the
specified study purposes. All of these research objectives have
mostly been presented as the best way to summarize the main
investigation. All of the research objectives are listed in the
following.
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e To demonstrate the appropriate improvement of the
validation system as a whole in relation to the relevant
security tools.

e To describe the "iris biometric validation system™ that is
primarily used for human ID verification, including its true
uniqueness, high reliability, and adequate validity.

e To reinforce the system's private networks and improve the
various procedures with additional security features.

e To examine every kind of security process validation from
the different study notes and identify the most important
and adequate categories.

The proper validation system for iris fingerprint
identification  processes, according to the greatest
understanding of the research. The "convolution neural
network (CNN)" has served as the foundation for all machine
learning methods. A suitable set of research questions has
been developed in accordance with the suggested study
objectives in order to ensure a thorough comprehension of the
entire subject.

1. LITERATURE SURVEY

Primarily, the literature review chapter provides a
comprehensive explanation of the unique problems and
identifying elements that have been linked to the entire
research study topic. Numerous types of study note from
different writers and experts have been employed to support
the fundamental research.  The concise summaries of the
research from the many online publications, journals, and
websites also function as an assessment of the process as a
whole. A fundamental inquiry has been conducted about the
validation-based recognition system's whole thorough
assessment technique. Together with all of these, this chapter
has provided examples of the particular models and theories of
the proposed topic for evaluating the description process
overall. This section also discusses the gaps in the literature
that are usually not included in the writers' current research
notes. A biometric system is one of the safest methods to
interact with the digital world, claims author Alrahawe (2018).
Biometrics like fingerprint, face, and iris recognition are safer
than other methods for protecting private information since
they are unique to each individual (Alrahawe, 2018).
Nevertheless, there was a lack of technology in the past, and
any private information was not as well protected. Nowadays,
biometric security is an essential part of every system because
of new technology. The newest systems are using this strategy
since, according to the author, these digitalization security
protocols are now error-free (Singh & Kant, 2021). This is
reasonably reliable for security reasons due to minor system
errors. The biometric system has used a variety of recognition
techniques, including the finger-knuckle recognition system.

For human identification procedures and verification
phases, iris recognition has been considered one of the most
popular biometric methods (Garg & Gupta, 2017). In order to
show how different each person is from the others in terms of
security, this particular strategy is mostly employed to
highlight the unique characteristics, attributes, and elements.
For the personal iris identification approach, the entire study
has recommended multi-algorithmic features for the right
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types of extraction methods. The technologies of segmentation
and final localization are applied in tandem with the cyclical
transformation process. To separate the iris from the rest of
the body, the process might be used to identify a particular
noise. The study method should be completed promptly in
order to take into account the several kinds of components,
including the customer's mental viewpoints, ergonomic
features, and specific angles. Everything has been improved
for the best impression of the client's specific impression based
on the appropriate convenience phases of the specific
biometrics.  The optimum efficacy on the concentration
method and the appropriate sufficiency level have been
compromised with these particular circumstances. In terms of
availability and cost, the ergonomic components have mostly
considered the physical and psychological traits of the
customers. According to Kim et al. (2019), the conduct period
of the basic study is when the main opportunities for the best
occurrence of the many ethical concerns are demonstrated.
Overall, the process has necessitated the adoption of several
facial recognition technologies that facilitate the identification
of each individual in the organization. Regarding the unequal
values, all of the many ethical issues have been easily managed
to conduct the fundamental research in an appropriate way
(Kim et al., 2019). For the sake of appropriateness and out-of-
line tendencies, facial recognition is the main administrative
technique that should be consistently pursued. The cutting-
edge monitoring initiatives that make it very challenging to
ascertain the precise quantity of the better propensity that
actually exists in the face of silence are all too often avoided
by technology-based businesses. Elhoseny (2018) asserts that
a unimodal approach was taken in the identification and
verification processes.  Nevertheless, the accuracy was not
fully maintained since the unimodal system failed to meet the
proper decision-making demands. There was a considerable
decrease in accuracy when using the unimodal technique for
verification (Elhoseny, 2018). Thus, the multimodal system
came into being.  This overall verification accuracy was
achieved because the multimodal system uses fusion
technology. Among all the modalities, the fingerprint and iris
always have the highest degree of permanence and
distinctiveness, they are also reasonably quicker and less
expensive than other modalities. They are also reasonably
quicker and less expensive than other modalities.  The
multimodal system manages four different tasks: acquisition,
feature extraction from the modalities, matching with the real
one, and ultimately providing the information. In contrast, the
unimodal system was not fully integrated into the decision-
making concept. verdicts (La, 2021). In many cases,
unimodal systems are also used when lower security can be
beneficial.  However, high security and sectors managing
significant amounts of sensitive data require multimodal
solutions In certain technical and technological domains and
departments, the biometric system has been utilized to regulate
the entire body dimensioning procedure, according to author
Adamu (2019). According to some, the process includes a
number of metrics that are directly related to the right human
characteristics (Adamu, 2019). In order to achieve complete
control over the human body and human processes, biometric
verification has primarily proposed a variety of processor
types. The system has mostly focused on accurately
identifying and evaluating each person's method for correctly
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classifying the various strategies under sufficient scrutiny,
according to Rouid et al. (2019). The most unique approach is
biometrics, which has functional traits and components to
describe each thing. Some types of big data infringement
processes mainly deal with higher quality business instances,
and this particular technology is a superb complement to the
best innovation. Biometric recognition is a valid and reliable
method of verifying a live individual's actual personality,
which is only dependent on their social and physiological traits
(Naika, 2018). Essentially, all of these assumptions are stress-
free, irreversible processes that don't change (academia.edu,
2019).

1. METHODOLOGY

» Proposed Work

Elections in India, the world's largest democracy, are still
conducted via secret ballet voting or electronic voting
machines, both of which are costly, time-consuming, and
inefficient. Therefore, in order to make the system efficientand
prevent undesired voting methods, it must be optimized.
Inappropriate  confirmation regarding the vote-casting
arrangement, duplicate votes, or unlawful vote-casting are the
most common problems the election commission encounters.

In an attempt to address the drawbacks of conventional
voting methods, this paper investigates the idea of an iris
recognition-based voting system. This approach uses iris
recognition's high accuracy and dependability to address
concerns with voter verification, security, and accessibility.
This cutting-edge voting system is being unveiled at a pivotal
moment when safe and inclusive election processes are more
crucial than ever. In recent years, electronic voting machines
have gained popularity as a more efficient alternative to paper
ballots. Electronic voting machines (EVMSs) are available for
use by voters, and the machine will tabulate the results
automatically. By streamlining the voting procedure and
speeding up the vote count, the election results can be
announced more quickly.

However, due to their widespread use, concerns have
been raised regarding the security and reliability of EVMs.
Critics claim that EVMs are vulnerable to hacking and
tampering, endangering the integrity of the democratic process
and undermining public trust in the election's outcome.
Moreover, both paper-based ballots and electronic voting
machines employ conventional voting methods for
authentication, such as presenting identification documents or
verifying voter registration information. Even while these
procedures are meant to prevent fraud and ensure that only
valid voter ballots are cast, they are not perfect and can be
manipulated or abused. This study explores the concept of an
iris recognition-based voting system to alleviate the
shortcomings of traditional voting systems. By using the high
precision and reliability of iris recognition, this approach aims
to address concerns with voter verification, security, and
accessibility. This novel voting technique is being
implemented at a pivotal moment when safe and inclusive
election processes are more crucial than ever. In recent years,
electronic voting machines have gained popularity as a more
efficient alternative to paper ballots.  Electronic voting
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machines (EVMs) are available for use by voters, and the
machine will tabulate the results automatically. By
streamlining the voting procedure and speeding up the vote
count, the election results can be announced more quickly. By
streamlining the voting procedure and speeding up the vote
count, the election results can be announced more quickly.
However, due to their widespread use, concerns have been
raised regarding the security and reliability of EVMs. Critics
claim that EVMs are vulnerable to hacking and tampering,
endangering the integrity of the democratic process and
undermining public trust in election outcomes. Additionally,
both paper-based ballots and electronic voting machines
employ conventional voter verification methods, such as
presenting identification documents or verifying voter
registration information. Even though the purpose of these
processes is to prevent fraud and ensure that only eligible
voters cast ballots, they are not perfect and can be manipulated
or abused.

This study explores the concept of an iris recognition-
based voting system to alleviate the shortcomings of traditional
voting systems. By using the high precision and reliability of
iris recognition, this approach aims to address concerns with
voter verification, security, and accessibility. This novel
voting technique is being implemented at a pivotal moment
when safe and inclusive election processes are more crucial
than ever. In recent years, electronic voting machines have
gained popularity as a more efficient alternative to paper
ballots. Electronic voting machines (EVMs) are available for
use by voters, and the machine will tabulate the results
automatically. By streamlining the voting procedure and
speeding up the vote count, the election results can be
announced more quickly. However, due to their widespread
use, concerns have been raised regarding the security and
reliability of EVMs. Critics claim that EVMs are vulnerable
to hacking and tampering, endangering the integrity of the
democratic process and undermining public trust in election
outcomes.  Additionally, both paper-based ballots and
electronic voting machines employ conventional voter
verification methods, such as presenting identification
documents or verifying voter registration information. Even
though the purpose of these processes is to prevent fraud and
ensure that only eligible voters cast ballots, they are not perfect
and can be manipulated or abused.

» Proposed System;

The "“convolution neural network (CNN)" iris
recognition system is highly genuine and was typically created
in accordance with the business process to lessen the
constraints that were in place. In order to assess the whole
suitability criteria of the iris recognition system, seven steps
are required, which are explained below.
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e Uniqueness:

The specific iris system pattern varies greatly and is
distinct for every element. Because of embryonic gestation, all
of the symbols are extremely effective.

e University:

The "FER (Failure to Enrol Rate)" is extremely low. The
technique is highly genuine for biometric procedures in this
regard.

o Collectability:

The iris recognition system pattern's true shape is highly
authentic, offering a wide range of solutions. The face
recognition system is incredibly predictable.

e Permanence:

For internal use, the iris recognition technology offers
numerous benefits. However, the entire mechanism is visible
from the outside. For lifetime success, the one-time enrolment
approach works incredibly well.

e Acceptability:

The primary procedure for the opposite of the specific
retina is the ability to quickly scan all papers pertaining to the
iris system against the fingerprint-based system.

e Performance:

Compared to other procedures, the identification and
recognition process in this instance is incredibly efficient and
authentic. Due to the extremely low acceptance rates, the "iris
code matching algorithm™ has been widely deployed.

e Circumvention:

The liveliness detection for finishing the full biometric
system is a regular problem. The detection of liveliness, or the
accurate confirmation of the low-intensity variation, has very
limited possibilities.
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Fig 1 Architecture for Iris Image Recognition Method

Iv. MODULES
Include the Iris dataset. The program will incorporate the
Iris dataset during this stage.

Getting the Information Ready This module pre-
processes a dataset so that it is ready for further analysis. The
objective Features Extraction

This stage divides the information into two categories:
training data and test data. For instance, data could be split
into 30% "test" sets and 70% "training" sets. Synthesis of
Models The language used to implement the idea would be
Python.  TensorFlow, PyTorch, and Keras are excellent
Python tools for any given deep learning model. Nevertheless,
leveraging these inputs to indirectly construct a model is
challenging. We utilize Keras and TensorFlow as our backend
libraries to create the most accurate model possible. We refer
to the components of Keras sequential model as CNN layers.
To improve model accuracy, these layers analyse the data in-
depth by looking at various patterns that show up in the dataset.
Subsequently, the data is fed into the selected model at
training. Convolutional Neural Network Model Construction.

A CNN model can be constructed using this component for
testing and training. Precision and Inaccuracy Chart. Using
feature extraction algorithms, this enables us to visually assess
the efficacy of different deep learning approaches. Uploading
an Image for an Iris Recognition Test Users are able to test the
software's capabilities by supplying an image for testing and
then software recognition.

V. RESULT AND DISCUSSION

In this study, 108 people's photographs from the CASIA
IRIS collection are utilized to identify individuals from IRIS
using machine learning techniques for iris recognition. By
training a CNN model on this dataset, we can utilize the CNN
model to identify and predict people. We are using the Hough
Circles technique, which extracts IRIS circles from eye
pictures, to extract IRIS features in order to train the CNN
model. The dataset with the person Identity is displayed in the
screen grabs below, and it is stored in the "CASIAL" folder.

We have 200 people's IRIS images in the screen above;
simply navigate to any folder to obtain that person's IRIS
images, as seen in the screen below.

3 =< + - =] o
I (S] L OneDrive SEM8 CEBD irisRecognition > CASIA-Iris -~ 3 Search 3 Q
[ New X (] f & o) TL sort = View 2 Extract
@ Home > 3
@ OneDrive
B This PC - S S m g o
s Downloads # Clas S 1 Clas P 2 Clas T 1 Clas T
El Documents #
P Pictures -
Music »
b Videos
New volume
irisRecognitiol
irisRecorg
items =[D]
Fig 2 Iris Samples Dataset Ul View
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Double-clicking the "run.bat" file will launch the project
and display the screen below.

Click the "Upload Iris Dataset" button in the image
above, then upload the dataset folder.

After choosing and uploading a folder in the above
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screen, click the "Select Folder" button to load the dataset and
view the screen below.

The dataset is loaded on the screen above. To create a
CNN model from the loaded dataset, click the "Generate and
Load CNN Model" button.

Accuracy / Loss

GoogleMet Accuracy & Loss Graph

—&— Lass

—a— ACCURECY

o 10 20

Epochs

3-0 40 SIG

Fig 3 Google Net Accuracy & Loss Graph

The CNN model loss value, shown by the red line in the
graph above, was greater than 5% at the start of the iteration
and dropped to 0 as the epoch lengthened. Conversely, the
green line represents accuracy, which started at 0% at the start
of the iteration and rose to 100% as the number of epoch and
model iterations increased. In the graph above, the x-axis
stands for EPOCH, and the y-axis for accuracy and loss
numbers. Click the "Upload Iris Test Image & Recognize"
button now, submit any test image, and CNN will utilize the
IRIS image to determine the individual's ID. If you would like
to confirm that the forecast is 100% accurate, you may also

upload a test image from the folder.

To view the screen below, pick and upload the "b.jpg"
file on the top screen, then click the "Open"button.

In the screen above, the uploaded image's IRIS
characteristics are taken from the first image. After receiving
this image, CNN makes the prediction that person Identity 25
is the owner of the IRIS. To check if CNN correctly predicts,
I'll now upload one image from the CASIA folder.

irs recognition using Deep Learning Technique

|| L2 open

1 £0 < weds...) = CASH ~ c

Organize ~ New folder
Q) Home

[ Decktop

— wedstem.? R...

Desktop w
Downloads e "J

Qa 3
Documents

JB0wE

Pictures

Thi-r D

Search exJemplos

-~ (] [ 2]
- @ @
Qa1 Qa1 Qa_2 Qa_3
-

<
Peep Learning Technique

o

File name: Qa 3

Generate & Load CNN Model

Upload Iris Dataset

™ v E ) B O~ A @ 24PV g

05-25-2023

Fig 4 Deep Learning Iris GUI Dataset Selection
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I've uploaded Person Identity 15's IRIS from the CASIA folder to the screen above. Click "Open" to see the results below.

‘ ¥ Person ID Predicted from Ird: 15
b:

-

NS

.’ [\ 4 Ca "\
| Generate & Load CNN Model

Fig 5 Iris Recognition using Deep Learning Technique

>

a Person ID Predicted from lris\Recognition is : 15

In above screen CNN predicted ID is 15 which is 100% correct.

VI. CONCLUSION

To guarantee complete validation, the iris recognition
technique is suitably covered throughout the entire study
paper. The most precise way to measure the various physical
and automated characteristics of the entire system is through
the biometric system. The most effective measurements have
been conducted on the facial recognition and fingerprint-based
recognition techniques out of all these features. In this
instance, the artificial intelligence system and machine
learning technology are far more intelligent and efficient in
bringing about the real technological revolution in the relevant
field. The development of the iris recognition system using the
"convolution neural networking (CNN)" approach for optimal
security purposes has been the primary focus of the entire
project. To meet all of the needs, the technology as a whole
should be more advanced for this reason.  All facets of
working performance have been impacted by the multimodal
biometric process, which is very challenging to execute and
appropriately design. With reference to the literature review,
the models and theories that have been described can
effectively and concisely describe all of the system's
requirements and significance. The various technologies can
be appropriately integrated with respect to precise software
that will be really beneficial for any audience. Throughout the
entire study, the right software has been employed to better
understand the audience.
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